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                     DevOps Project  

 

 

 

Project reference Github 

https://github.com/nareshdevopscloud/Hotstar-DevOps-
Project-NodeJS  

Create IAM user and configure credentials into local machine  

Install Terraform and VScode into local machine  

Create one folder to create terraform project with any name and add 
below files like  

Install.sh 

Main.tf  

Refer https://github.com/nareshdevopscloud/devops-
terraform/tree/main/project-terraform-devops-tools-install  

 

https://github.com/nareshdevopscloud/Hotstar-DevOps-Project-NodeJS
https://github.com/nareshdevopscloud/Hotstar-DevOps-Project-NodeJS
https://github.com/nareshdevopscloud/devops-terraform/tree/main/project-terraform-devops-tools-install
https://github.com/nareshdevopscloud/devops-terraform/tree/main/project-terraform-devops-tools-install
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Create file install.sh and copy paste below scrips into install.sh 

#!/bin/bash 

sudo yum update -y 

 

#---------------git install --------------- 

 

sudo yum install git -y 

 

 

#-------java dependency for jenkins------------ 

 

sudo dnf install java-11-amazon-corretto -y 

 

#------------jenkins install------------- 

sudo wget -O /etc/yum.repos.d/jenkins.repo 
https://pkg.jenkins.io/redhat-stable/jenkins.repo 

sudo rpm --import https://pkg.jenkins.io/redhat-stable/jenkins.io-
2023.key 

sudo yum install jenkins -y 

sudo systemctl enable jenkins 

sudo systemctl start jenkins 
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#---------------------------------install tomcat------------------ 

#sudo wget url https://dlcdn.apache.org/tomcat/tomcat-
9/v9.0.83/bin/apache-tomcat-9.0.83.tar.gz 

#sudo tar -xvzf apache-tomcat-9.0.83.tar.gz #untar 

#cd apache-tomcat-9.0.83 

#cd bin 

#chmod +x startup.sh 

 

 

 

#---------------------------Maven install ------------- 

sudo yum install maven -y 

 

#---------------------------kubectl install --------------- 

sudo curl -o kubectl https://amazon-eks.s3.us-west-
2.amazonaws.com/1.19.6/2021-01-05/bin/linux/amd64/kubectl 

sudo chmod +x ./kubectl 

sudo mv ./kubectl /usr/local/bin  

# -----------------------------eksctl install--------------------------
------ 

sudo curl --silent --location 
"https://github.com/weaveworks/eksctl/releases/latest/download/eksctl_$
(uname -s)_amd64.tar.gz" | tar xz -C /tmp 

sudo mv /tmp/eksctl /usr/local/bin 
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#----------------------Trivy install--------------- 

sudo rpm -ivh 
https://github.com/aquasecurity/trivy/releases/download/v0.48.3/trivy_0
.48.3_Linux-64bit.rpm 

 

#----------------------sonarQube install-------------------------------
---- 

sudo yum -y install wget nfs-utils 

sudo wget -O /etc/yum.repos.d/sonar.repo 
http://downloads.sourceforge.net/project/sonar-pkg/rpm/sonar.repo 

sudo yum -y install sonar 

#-----------------------JFROg----------------------------- 

sudo wget https://releases.jfrog.io/artifactory/artifactory-
rpms/artifactory-rpms.repo -O jfrog-artifactory-rpms.repo; 

 

sudo mv jfrog-artifactory-rpms.repo /etc/yum.repos.d/; 

 

sudo yum update && sudo yum install jfrog-artifactory-oss -y 

 

sudo systemctl start artifactory.service 

 

#-------------------terraform install-------------------------- 

 

sudo wget 
https://releases.hashicorp.com/terraform/1.7.2/terraform_1.7.2_linux_am
d64.zip 
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sudo unzip terraform_1.7.2_linux_amd64.zip 

sudo mv terraform /usr/local/bin 

 

 

#------------------Docker install------------- 

#sudo amazon-linux-extras install docker #linux 2022 

sudo yum install docker -y #linux 2023 

sudo usermod -aG docker ec2-user 

sudo usermod -aG docker jenkins  

newgrp docker 

sudo chmod 777 /var/run/docker.sock 

sudo service docker start 

#------------------sonar install by using docker--------------- 

docker run -d --name sonar -p 9000:9000 sonarqube:lts-community 

docker run -d --name tomcat -p 8089:8080 tomcat:lts-community 

 

main.tf 

resource "aws_instance" "web" { 

  ami                    = "ami-0277155c3f0ab2930"      #change ami id 
for different region 

  instance_type          = "t2.large" 

  key_name               = "vscode"              #change key name as 
per your setup 
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  vpc_security_group_ids = [aws_security_group.devops-project-veera.id] 

  user_data              = templatefile("./install.sh", {}) 

 

  tags = { 

    Name = "project-MainEc2" 

  } 

 

  root_block_device { 

    volume_size = 40 

  } 

} 

 

resource "aws_security_group" "devops-project-veera" { 

  name        = "devops-project-veera" 

  description = "Allow TLS inbound traffic" 

 

  ingress = [ 

    for port in [22, 80, 443, 8080, 9000, 3000, 8082, 8081] : { 

      description      = "inbound rules" 

      from_port        = port 

      to_port          = port 

      protocol         = "tcp" 
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      cidr_blocks      = ["0.0.0.0/0"] 

      ipv6_cidr_blocks = [] 

      prefix_list_ids  = [] 

      security_groups  = [] 

      self             = false 

    } 

  ] 

 

  egress { 

    from_port   = 0 

    to_port     = 0 

    protocol    = "-1" 

    cidr_blocks = ["0.0.0.0/0"] 

  } 

 

  tags = { 

    Name = "devops-project-veera" 

  } 

} 

 

(Optional  

If you want to configure ubuntu server refer below link for install.sh 
scripts to call from terraform 
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https://github.com/nareshdevopscloud/devops-
terraform/blob/main/ubuntu.sh ) 

 

<Ec2-ip:8080> #you will Jenkins login page 

 

Connect your Instance to Putty or Mobaxtreme and provide the below 

command for the Administrator password 

sudo cat /var/lib/jenkins/secrets/initialAdminPassword 

 

Now, install the suggested plugins. 

https://github.com/nareshdevopscloud/devops-terraform/blob/main/ubuntu.sh
https://github.com/nareshdevopscloud/devops-terraform/blob/main/ubuntu.sh
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Jenkins will now get installed and install all the libraries. 

Create an admin user 

 

Click on save and continue. 

Jenkins Dashboard 
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Sonar configuration Process  

Now Copy the public IP again and paste it into a new tab in the browser 

with 9000 

<ec2-ip:9000>  #runs sonar container 

 

Enter username and password, click on login and change password 

username admin 

password admin 
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Update New password, This is Sonar Dashboard. 
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Now go to terminal and see whether it’s installed docker, Terraform, Aws 

cli, Kubectl or not. 

docker --version  

aws --version 

terraform --version 

kubectl version 

 

Step 3: Jenkins Job Configuration 

Step 3: EKS Provision job 

Note: before keep it ready for EKS script we are going to run 

EKS by using Jenkins pipeline  

That is done now go to Jenkins and add a terraform plugin to provision the 

AWS EKS using the Pipeline Job. 

Go to Jenkins dashboard –> Manage Jenkins –> Plugins 
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Available Plugins, Search for Terraform and install it. 

 

Go to Terminal and use the below command 

let’s find the path to our Terraform (we will use it in the tools section of 

Terraform) 

which terraform 

 

Now come back to Manage Jenkins –> Tools 

Add the terraform in Tools 
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Apply and save. 

Now in our EKS script we have configured backeen.tf (to maintain state file 

remote(s3) 

GIVE YOUR S3 BUCKET NAME IN THE BACKEND.TF 

Now create a new job for the Eks provision 

http://backend.tf/
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I want to do this with build parameters to apply and destroy while building 

only. 

you have to add this inside job like the below image 

 

Let’s add a pipeline 

pipeline{ 

    agent any 
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    stages { 

        stage('Checkout from Git'){ 

            steps{ 

                <githuburl> 

            } 

        } 

        stage('Terraform version'){ 

             steps{ 

                 sh 'terraform --version' 

             } 

        } 

        stage('Terraform init'){ 

             steps{ 

                 dir('EKS_TERRAFORM') { 

                      sh 'terraform init --reconfigure' 

                   } 

             } 

        } 

        stage('Terraform validate'){ 

             steps{ 

                 dir('EKS_TERRAFORM') { 

                      sh 'terraform validate' 
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                   } 

             } 

        } 

        stage('Terraform plan'){ 

             steps{ 

                 dir('EKS_TERRAFORM') { 

                      sh 'terraform plan' 

                   } 

             } 

        } 

        stage('Terraform apply/destroy'){ 

             steps{ 

                 dir('EKS_TERRAFORM') { 

                      sh 'terraform ${action} --auto-approve' 

                   } 

             } 

        } 

    } 

} 

let’s apply and save and Build with parameters and select action as apply 
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Stage view it will take max 10mins to provision 

 

Check in Your Aws console whether it created EKS or not. 

 

Ec2 instance is created for the Node group 

 

Step 3: Hotstar job 

Plugins installation & setup (Java, Sonar, Nodejs, owasp, Docker) 
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Go to Jenkins dashboard 

Manage Jenkins –> Plugins –> Available Plugins 

Search for the Below Plugins 

Eclipse Temurin installer 

Sonarqube Scanner 

NodeJs 

Docker 

Docker Commons 

Docker Pipeline 

Docker API 

Docker-build-step 
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Configure in Global Tool Configuration 

Goto Manage Jenkins → Tools → Install JDK(17) and NodeJs(16)→ Click on 

Apply and Save 

NOTE: USE ONLY NODE JS 16 
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For Sonarqube use the latest version 

 

Use the latest version of Docker 

 

Click apply and save. 

Configure Sonar Server in Manage Jenkins 

Grab the Public IP Address of your EC2 Instance, Sonarqube works on Port 

9000, so <Public IP>:9000. Goto your Sonarqube Server. Click on 

Administration → Security → Users → Click on Tokens and Update Token 

→ Give it a name → and click on Generate Token 
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click on update Token 

 

Create a token with a name and generate 

 

copy Token 

Goto Jenkins Dashboard → Manage Jenkins → Credentials → Add Secret 

Text. It should look like this 
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You will this page once you click on create 

 

Now, go to Dashboard → Manage Jenkins → System and Add like the 

below image. 

 

Click on Apply and Save 

Process to Adding Quality Gates In the SonarQube Dashboard  
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Quality gate allows to next process if code is pass for quality checks 

Administration–> Configuration–>Webhooks 

 

Click on Create 

 

Add details 

#in url section of quality gate 

<http://jenkins-public-ip:8080>/sonarqube-webhook/> 
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Docker hub process or ECR process 

Considering Docker hub 

Now add Docker credentials to the Jenkins to log in and push the image 

Manage Jenkins –> Credentials –> global –> add credential 

Add DockerHub Username and Password under Global Credentials 
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Deployment Process on EKS 

Go to terminal of your Jenkins and enter the below command 

aws eks update-kubeconfig --name <CLUSTER NAME> --region <CLUSTER 
REGION> 

aws eks update-kubeconfig --name EKS_CLOUD --region ap-south-1 

 

Let’s see the nodes 

kubectl get nodes 

 

Now Give this command in CLI 

 

cat /root/.kube/config 

 copy content from api version  -- to   --command aws 

Copy the config file to Jenkins master or the local file manager and save it 
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copy it and save it in documents or another folder save it as secret-file.txt 

Note: create a secret-file.txt in your file explorer save the config in it 

and use this at the kubernetes credential section. 

Install Kubernetes Plugin to give the saved file 

 

goto manage Jenkins –> manage credentials –> Click on Jenkins global –> 

add credentials 
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Now let’s create a new job for our pipeline 

 

pipeline{ 

    agent any 
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    tools{ 

        jdk 'jdk17' 

        nodejs 'node16' 

    } 

    environment { 

        SCANNER_HOME=tool 'sonar-scanner' 

    } 

    stages { 

        stage('clean workspace'){ 

            steps{ 

                cleanWs() 

            } 

        } 

        stage('Checkout from Git'){ 

            steps{ 

                git branch: 'main', url: 'https://github.com/Aj7Ay/Hotstar-

Clone.git' 

            } 

        } 

        stage("Sonarqube Analysis "){ 
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            steps{ 

                withSonarQubeEnv('sonar-server') { 

                    sh ''' $SCANNER_HOME/bin/sonar-scanner -

Dsonar.projectName=Hotstar \ 

                    -Dsonar.projectKey=Hotstar''' 

                } 

            } 

        } 

        stage("quality gate"){ 

           steps { 

                script { 

                    waitForQualityGate abortPipeline: false, credentialsId: 'Sonar-

token' 

                } 

            } 

        } 

        stage('Install Dependencies') { 

            steps { 

                sh "npm install" 

            } 

        } 
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        stage("Docker Build & Push"){ 

            steps{ 

                script{ 

                   withDockerRegistry(credentialsId: 'docker', toolName: 'docker'){ 

                       sh "docker build -t hotstar ." 

                       sh "docker tag hotstar veeranarni/hotstar:latest " 

                       sh "docker push veeranarni/hotstar:latest" 

                    } 

                } 

            } 

        } 

         

        stage('Image scanner') { 

            steps { 

                sh "trivy image hoststar" 

            } 

        } 

        stage("deploy_docker"){ 
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            steps{ 

                sh "docker run -d --name hotstar -p 3000:3000 

veeranarni/hotstar:latest" 

            } 

        } 

    } 

} 

 

        stage('Deploy to kubernets'){ 

            steps{ 

                script{ 

                    dir('K8S') { 

                        withKubeConfig(caCertificate: '', clusterName: '', 

contextName: '', credentialsId: 'k8s', namespace: '', 

restrictKubeConfigAccess: false, serverUrl: '') { 

                                sh 'aws eks update-kubeconfig --name EKS_CLOUD --

region ap-south-1' 

                                sh 'kubectl apply -f deployment.yml' 

                                sh 'kubectl apply -f service.yml' 

                        }    

                    } 

                } 
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            } 

        } 

After Run 

We can observe  

Sonar project will be created for reference below  

 

 

 

When you log in to Dockerhub, you will see a new image is created 

Recommendations 

 

Deploy to Container check manually with docker container also by using 

below command  

<ec2-ip:3000>  Note :“NodeJs runs port 3000” 

Output 
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kubectl get all 

 

Add Load balancer IP address to cluster ec2 instance security group 

and copy load balancer Link and open in a browser 

You will see output like this. 

 

Step 4: Destruction 

Now Go to Jenkins Dashboard and click on Terraform-Eks job 
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And build with parameters and destroy action 

It will delete the EKS cluster that provisioned 

 

After 10 minutes cluster will delete and wait for it. Don’t remove ec2 

instance till that time. 

 

Cluster deleted 

 

Delete the Ec2 instance & IAM role. 
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-------------------------------- Thanks ------------------------------------------------ 

 


